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In the fight against child abuse
We all have a role to play.
Any act, big or small can make a real
difference to a child and create a safer
society for all children

Understanding How Children Are Exploited

Child Exploitation normally follows three stages.
•

Recruitment. This can take various forms but can be described as a
grooming process. ...

•

Control. This is an essential element in the process as it establishes the
dominance of the perpetrator over the victim. ...

•

Exploitation.

The Six Stages of Grooming
The Six Stages of Grooming
1. Targeting a Victim.
2. Gaining Trust.
3. Filling a Need.
4. Isolating the Child.
5. Sexual or Criminal Contact.
6. Maintaining Control.

Definition of child sexual exploitation (CSE)
Child sexual exploitation is a form of child sexual abuse. It
occurs where an individual or group takes advantage of an
imbalance of power to coerce, manipulate or deceive a child or
young person under the age of 18 into sexual activity
(a) in exchange for something the victim needs or wants, and/or
(b) for the financial advantage or increased status of the
perpetrator or facilitator. The victim may have been sexually
exploited even if the sexual activity appears consensual.
Child sexual exploitation does not always involve physical
contact; it can also occur through the use of technology.

Child sexual abuse (NSPCC 2021) report
How many children experience sexual abuse?
o We don't know exactly how many children in the UK experience sexual abuse.
o However, research with 2,275 young people aged 11-17 about their experiences of
sexual abuse suggests around 1 in 20 children in the UK have been sexually abused.
o Concerns around sexual abuse have been identified for over 2,800 children in the
UK who are the subject of a child protection plan or on a child protection register.

o Over a third of all police-recorded sexual offences are against children.
o Girls and older children are more likely to experience sexual abuse.
o The vast majority of children who experience sexual abuse were abused by someone
they knew.

Which children get sexually exploited?
Any child can be sexually abused or exploited but…
Most children who become victimised have pre-existing vulnerabilities that
perpetrators recognise and exploit:
➢ Unmet emotional need for affection, advocacy and interest;
➢ Low self esteem and lack of self-worth
➢ Compromised sexual boundaries (usually as a result of previous sexual
abuse)
➢ Availability through absence from education or care;
➢ Conflict with parents or carers
➢ Existing drug or alcohol abuse
➢ Risk taking behaviour
➢ Learning difficulty or disability
➢ Children in local authority care are 50 times more likely to be victims
because they have the majority of the above vulnerabilities already.
➢ Most identified victims are girls but boys agreed to be even more underrecognised

Why children don’t tell
❖ They have felt ashamed or embarrassed.
❖ They weren't sure how to talk about it or couldn’t find a space to.
❖ They were worried about how other people might respond and what was going to happen.

Behaviours should be
our disclosures…

They may have thought:
▪ ‘I might be seen as different.'
▪ ‘This is going to cause problems in my family/community/school.'
▪ ‘I may be taken away from home.’
▪ ‘I don’t want the police or social services involved in my life.’
▪ ‘I don’t want the abuser to get in trouble’ (because of feelings of loyalty, love, fear etc).
▪ ‘I’m going to be blamed.'
▪ ‘Images will be found which I’m embarrassed about.’
▪ ‘I won’t be believed.’
▪ ‘I won’t be taken seriously.’
▪ ‘He/she is going to hurt or embarrass me or my family or someone else.'

Who is committing these crimes?
Perpetrators of Child Exploitation may be:
•
•
•
•
•
•
•

An adult or another young person
Male or female
Any ethnicity
Visible in everyday life
Articulate, plausible and ‘savvy’
Gangs
It is important to note that not all perpetrators of child sexual exploitation will
involve money or gifts when they exploit young people.

The extent of children’s use of messaging services:
Nine out of ten children aged between 8-17 are using messenger services.
60% of 8-year-olds and 90% of 12-year-olds reported using a messaging app with an
age restriction of 13 or older.
Almost one in ten children report using a messaging service to talk to people they don’t
already know.

One in six girls aged 14-17 reported having received something distressing from a
stranger via a private message.
1 in 20 children say they have shared videos or photos of themselves with strangers.
Over a third of 8-10-year-olds and over half of 11-13-year olds admit that they have
said they were older than they were in order to sign up to an online messaging service.

Close the door to child sexual abusers.
1 in 4 teenagers receives unwanted sexual messages online
Since the start of the pandemic, the amount of ‘self-generated’ child abuse imagery
has increased dramatically.
In 2020, the IWF confirmed 68,000 cases of such imagery, a rise of 77% on the year
before. It accounts for nearly half (44%) the imagery we took action on last year.
In 80% of these cases, the victims were 11- to 13-year-old girls.

SafeToNet
Girls as young as 6 and boys as
young as 9 have been sending “Sext”
during lockdown
The number of such messages being
typed out by children has risen 183%
since coronavirus restrictions were
imposed in March the study found.

This includes a 55%rise in text
drafted during normal school hours.

6 in 10 actioned reports specifically show the sexual abuse of an 11-13 year old girl
who has been groomed, coerced or encouraged into sexual activities via a webcam.
Sadly, we’ve seen instances of children aged 3-6 being contacted and abused in this
way.
For the first time we’ve looked at the prevalence of female offenders in the imagery
that we see. We’ve seen how this imagery most often involves children aged 7-10
years old, and that boys are most often seen being abused by a female offender.

We assessed 361,062 reports and 7 in 10 (252,194 reports) of those led us to finding imagery online
of children being sexually abused.
2021 was the year that we saw sexual abuse imagery of girls being shared more widely than any
previous year. Girls were seen in 97% of the imagery we helped to remove.
That’s not to say we didn’t see imagery of boys; we did. And for the first time this year we took a
more detailed look at what this imagery can tell us.
Almost 7 in 10 instances of child sexual abuse involved 11-13 year olds. And when we see imagery
of babies, toddlers and young children aged 6 and under, they are more likely to be suffering child
sexual abuse.
“Self-generated” child sexual abuse, where someone captures a recording via a phone or computer
camera of children who are often alone in their bedrooms, is now the predominant type of child
sexual abuse imagery we’re finding online – just over 7 in 10 reports include this type of content.

Know your apps

YouTube

Instagram
Social Media

Digital Vaults
keep certain files
and photos hidden

Tik Tok
Creative Media

WhatsApp

OnlyFans
A content
subscription
service

Tellonym
Anonymous
Messaging

Tinder

Ask FM
Ask questions
anonymously

Hot or Not Strangers rate a users
attractiveness with the aim of real world
meet ups in your local area.

Snap Chat

Omegle – Talk to strangers! The Internet is full of cool people; Omegle
lets you meet them. When you use Omegle, we pick someone else at
random so you can have a one-on-one chat. Pretty self-explanatory
why this is so inappropriate and dangerous for children to use!
Hoop - New friends on Snapchat 13+
Connects with Snapchat to allow users to "make new connections" - in other
words, meet strangers. Teens link their Snap profiles and enter personal details
(age and gender) and choose a few pictures to feature. Then they review images
of other users, choosing to "X" those they are not interested in or requesting Snap
info for those they are.
Just as with Snapchat streaks, users earn points and gems for activity, like giving
out their Snap and logging in daily or viewing videos or taking surveys

Twitch is the world’s leading live streaming platform for gamers and
the things we love. Watch and chat now with millions of other fans
from around the world

Discord is the easiest way to talk over voice, video, and text. Talk, chat, hang
out, and stay close with your friends and communities. With the right privacy
settings and monitoring, it's easy to use Discord safely. However, there's
always a risk when it comes to sites and apps with open chat. The safest way
to use Discord is to only accept friend requests and participate in private
servers with people you already know.

Yellow or Yopo targets guys and girls who are 13- to 17-year-old
who are looking to connect with other kids their age. ... Because
unlike Tinder, Yellow has no checks in place to verify ages, meaning
any stranger can add your child. And vice versa. That means photos
can be exchanged — even if two people have never physically met

Reddit is an American social news aggregation, web
content rating, and discussion website. Registered
members submit content to the site such as links, text
posts, images, and videos, which are then voted up or
down by other members.

“In this open-world action game, players
assume the role of three criminals
whose storylines intersect within the
fictional city of Los Santos. Players can
switch between each character to follow
his storyline, completing missions that
often include criminal activities (e.g.,
stealing cars, executing heists,
assassinating targets).

The game includes depictions of sexual
material/activity: implied fellatio and
masturbation; various sex acts that the
player’s character procures from a
prostitute—while no nudity is depicted in
these sequences, different sexual
moaning sounds can be heard.”

Call of Duty is one of the most successful game
franchises of all time. Players love it for its
realism, humor, movie-quality clips, and thriving
multiplayer community. But since its first release
in 2003, the game has become increasingly
violent.
Though Common Sense Media recommends
the game only for adults or very mature teens,
we know lots of younger teens -- and even
tweens -- play it.
There are many titles, as well as apps, in the
Call of Duty collection. If your kid is interested in
the game, find out which version, and read the
full Common Sense review

‘Telegram’, which is an app which has been linked to offending
(OCG/gang/group/drugs activity) it is an end to end encrypted
messaging app that is very popular. 16+ Similar to Signal and Wickr.

Signal is a cross-platform encrypted instant messaging service. Users can send
one-to-one and group messages, which can include files, voice notes, images and
videos. It can also be used to make one-to-one and group voice and video calls,
and the Android version can optionally function as an SMS app.
Signal also allows users to set timers to messages. After a specified time interval,
the messages will be deleted from both the sender's and the receivers' devices.
The time interval can be between five seconds and one week long, and the timer
begins for each recipient once they have read their copy of the message. 13+
The app lets users exchange end-to-end encrypted
and content-expiring messages, including photos,
videos, and file attachments 13+

What is Online Exploitation & Grooming
Online Exploitation is when:an individual or group using online platforms to take advantage of an imbalance of
power to coerce, manipulate or deceive a child or young person under the age of 18
into sexual and/or criminal activity that can occur both online and offline.

Online Grooming – The act of developing a relationship with a child to enable their
abuse and exploitation both online and offline.
Online platforms, such as online gaming, social media, messaging and live streaming,
can be used to do this.

Report Remove
How does Report Remove work?

1. Young people aged 13+ are first directed to Yoti to verify their age using ID (our legal remit means
we can only remove images of children.) Children aged under 13 do not need to prove their age.
2. Once children have proved they are younger than 18, they are prompted to create a Childline
account, which allows them to be safeguarded and supported throughout the process.
3. Young people are then taken to a dedicated IWF portal where they can securely upload images,
videos or URLs (website addresses).
4. IWF analysts assess the reported content and take action if it meets the threshold of illegality*.
The content is given a unique digital fingerprint (a hash) which is then shared with internet
companies to help prevent the imagery from being uploaded or redistributed online.
5. The outcome will be conveyed to Childline who will then contact the young person via their
Childline account to keep them updated and offer further support.

What can I do if I’m worried about online grooming?

Advice to children parents need to give:
If someone online is making your child or a child to feel unconfutable online
let them know that they can speak to an adult they trust like a teacher,
yourselves or another member of your family.
Explain to them that they can make a report to the police on the
ThinkUKnow website by clicking on the ‘report abuse’ button.
All reports are taken seriously, and they will contact you to advise you on the
next steps and provide support.

Reporting grooming
If you are at all concerned by the way someone is behaving towards a
child online, particularly if you suspect this person to be an adult, it is
important to report it straight away.
Support for parents and carers of children who have been or are at risk
of exploitation can be found at PACE (parents against child exploitation)
– Tel: 0113 240 5226.
Child sexual abuse content found online should be reported to
the Internet Watch Foundation (IWF).

Understand CCE
(Child Criminal Exploitation)
Child criminal exploitation is the most common exploitation type within county lines offending,
although child sexual exploitation is often present. Both male and females are groomed
(recruited) within County Lines.

Controlling children, and very often vulnerable children, and having them at their disposal,
gives Urban street gangs a continued work force.
More members of the urban street gang mean more opportunities to perform activities such as
drug dealing. The marketplace that the gangs operate in can become overcrowded and
saturated resulting in some children being sent away to continue the
Gangs work elsewhere, which is referred to as county lines.

The truth about County Lines
• It’s not called county lines between young people.
• “Going Country” or “Going Long” CAN mean moving a phone line
along. However, it can also be the movement of drugs, weapons and
people.
• How much the phone worth?
• Going “Country” is one of the most profitable job within gang culture
but also very risky

Exploitation – Grooming can happen to children from all walks of life; all
backgrounds and classes.
They can be children:
In the care system or living at home;
Known to services and/or have a criminal record or not known to services at all 'clean
skins'
With Special Education Needs and Disabilities, on a Education, Health and Care Plan or
academically-able, high-achievers with no disabilities
Attending main-stream school, excluded and/or attending a pupil referral unit (PRU);
Drug-users or with no history of substance mis-use;

Those who have suffered adverse childhood experiences including intra-familial harm
and neglect or from protective-factor, happy, comfortable homes.

Phrases that young people may use to refer to county
lines include:

‘running a line’,
‘going OT/out there’
‘going country’
‘going cunch’.
Trapping

Social Media and County Lines
There is information that “one in four young people (24%) reported that they see illicit
drugs advertised for sale on social media – a significant figure considering how
recent a phenomenon this is.”
▪ Most common social media platforms used to advertise drugs are
▪ Snapchat 56%, Instagram 55% and Facebook 47%.
▪ Most drugs are available with adverts viewed being
• Cannabis 63%,
• Cocaine 26%,
• MDMA/Ecstasy 24%,
• Xanax 20%,
• Nitrous Oxide 17%
• Codeine/Lean 16%.

Cunch-Line Chronicles is a simple 2dimensional game which promises users
a realistic depiction of 'London gang life'.
The game draws on themes such as UK
gang culture, drug running, police chases,
and trap houses (places were drugs are
stored).
18+

Signs to look out for
• A child or young person going missing from school or home, or significant changes in
emotional well-being.
• A person meeting unfamiliar adults or a change to their behaviour.
• The use of drugs and alcohol.
• Unexplained bus or train tickets.
• Acquiring money or expensive gifts they can’t account for.
• Lone children from outside of the area.
• Individuals with multiple mobile phones, tablets or SIM cards.
• Use of unusual terms - e.g. "going country".
• Young people with more money, expensive clothing, or accessories than they can
account for.
• Unknown or suspicious-looking characters coming and going from a neighbour’s house.
• Relationships with controlling or older individuals, or associations with gangs.
• Suspicion of self-harm, physical assault, malnutrition or unexplained injuries.

Signs that cuckooing may be going on at a property include:

•
•
•
•
•
•
•
•
•
•

An increase in people entering and leaving.
An increase in cars or bikes outside.
Possible increase in anti-social behaviour.
Increasing litter outside.
Signs of drugs use.
Lack of healthcare visitors.
Suspicious vehicles or people at an address.
A neighbour has not been seen for a while. Or they are more distant than
usual (with more visitors).
Unusual activity at short term or holiday lets.
Older member of the community unexpectedly driving around unknown
individuals.

TRAP House or
CRACK House

A place where illegal
drugs are sold.

Trap house in Gloucestershire where teenagers were found by police. Pic credit: Gloucestershire Police

Modern Slavery and
Human Trafficking

Types of Exploitation
• Labour exploitation
• Domestic servitude
• Sexual exploitation

• Organ Harvesting
• Illegal Adoption

Types of Control
• Debt bondage
• Language
• Immigration status – confiscation of
passports
• Blackmail
• Violence
• Low wages
• Low expectations
• Fear of authorities encouraged

Prevention awareness
• Police
o new recruits – officers
and Pcso’s
o Intelligence Department
o Comms
o IRIS and IMPACT team
o Safeguarding team
o Neighbourhood Teams

•
•
•
•
•

• Secondary schools
o Year 7 to year 12
o Staff
o Parents

•
•
•
•
•
•
•
•
•

Faith Groups
Hotels
Taxi Drivers
Night Time economy
Voluntary organisations
YMCA’s, Foyers,
Housing providers
Private Landlords
Communities

• Primary Schools
o Year 3 and 6
o Staff
o Parents

Local Authorities (organising workshops) / Various Departments
Hospital and health professionals
Public Awareness days (high streets, parks, etc.)
Security staff (clubs, hospitals, hotels etc.)
Children’s Homes (children and staff)

